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Abstract
The integration of artificial intelligence (AI) for multimodal data

analysis has enabled deep learning models to analyze students’

facial expressions for emotion recognition in classroom settings.

However, collecting facial data from minors raises substantial pri-

vacy and ethical concerns, necessitating privacy-preserving de-

identification techniques that retain affective information. Existing

methods primarily target identity suppression but often fail to

preserve fine-grained emotional expressions, limiting applicability

in affective computing. We present a privacy-preserving face de-

identification method that replaces real identities with synthetic

faces selected via valence–arousal guided identity replacement in

the StyleGAN latent space. This approach ensures de-identified

faces retain the original emotional expressions while suppress-

ing biometric identity. We evaluate our algorithm on a real-world

classroom dataset of 40 middle school students and the publicly

available DAiSEE dataset, achieving privacy preservation accuracy

of 89.97% (Classroom) and 89.94% (DAiSEE), significantly outper-

forming conventional anonymization techniques. Additionally, the

method maintains high expression fidelity, with 92.4% manual ver-

ification agreement and low Facial Action Unit (FAU) loss. These

findings establish an efficient, privacy-compliant de-identification

framework for affect-sensitive AI supporting classroom analytics

and educational research.
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• Applied computing → Education; • Computing methodolo-
gies→ Biometrics;Machine learning; • Security and privacy
→ Privacy protections.
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1 Introduction
The widespread adoption of artificial intelligence (AI) and deep

learning has advanced facial analysis in surveillance, healthcare,

and education [11, 35]. In learning environments, affective com-

puting enables personalized instruction, engagement tracking, and

adaptive feedback by analyzing students’ facial expressions [22, 4,

5, 27]. However, collecting facial data from minors raises critical

privacy and ethical concerns [7]. Facial images contain highly iden-

tifiable biometric features, and misuse can lead to privacy violations.

With stringent regulations such as the General Data Protection Reg-

ulation (GDPR) and the Family Educational Rights and Privacy Act

(FERPA), there is an urgent need for de-identification techniques

that preserve affective utility [25, 6].

Emotion recognition is central to learning analytics and un-

derstanding students’ self-regulated learning (SRL) processes, as

students’ emotional states influence motivation, engagement, and

outcomes [34, 33, 12]. Accurate affect detection helps educators

and AI tutoring systems identify learning struggles, detect cog-

nitive overload, and adjust instructional strategies. Engagement

monitoring relies on subtle cues, such as confusion, frustration,

and boredom, that are more informative than basic emotions [9].

Consequently, any de-identification method used in education must

preserve fine-grained affective expressions while protecting pri-

vacy.

Affective expressions exist on a continuous spectrum, where sub-

tle changes in facial movements, gaze, and micro-expressions signal

a variety of cognitive and emotional states. The valence–arousal

model provides a continuous representation that captures these gra-

dations [26]. These values can be mapped to categorical academic

emotions such as confusion, delight, and frustration, making va-

lence–arousal modeling particularly valuable for educational affect

detection [9, 26, 2, 1]. Thus, privacy-preserving approaches must

ensure de-identified faces retain original valence–arousal charac-

teristics to maintain model accuracy.
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Traditional de-identification (e.g., blurring, pixelation, adver-

sarial noise) removes identity but obscures expression-related de-

tails. While deep learning approaches, such as Generative Ad-

versarial Networks (GANs) and diffusion models, have improved

anonymization, they emphasize identity suppression over emotion

preservation. They are often developed for security, healthcare,

and surveillance [8, 19]. Existing datasets for face de-identification

are largely adult-focused and overlook academic emotions central

to educational research. Confusion, frustration, boredom, and de-

light—directly linked to learning outcomes—are underrepresented

in public datasets [17]. Current models also struggle with in-the-

wild classroom data, where lighting, pose, and occlusions compli-

cate anonymization and affect detection [12].

To address these challenges, we propose a privacy-preserving

face de-identification framework tailored for educational environ-

ments. Rather than modifying facial features, our approach matches

the input face to a synthetic counterpart from a pre-generated Style-

GAN dataset [13], ensuring the de-identified face retains the same

valence–arousal expression while removing identifiable biometric

information. The key contributions are:

• Expression-Preserving Face De-Identification: A valence–arousal

guided framework that retains emotional expressions while

ensuring privacy protection.

• Seed-Based Latent Space Matching: Selection of a synthetic

counterpart exhibiting the same affective state while being

visually distinct.

• Evaluation on Real-World Educational Data: Validation on

the DAiSEE dataset [14] as well as a dataset of 40 students

working in the Ecojourneys learning environment [23].

By overcoming the privacy limitations of existing techniques

while maintaining high-fidelity affect detection, this work advances

privacy-aware AI in education and contributes to the broader field

of privacy-preserving facial analysis.

2 Background
Face de-identification seeks to protect privacy by altering identi-

fiable facial features while preserving image utility [8]. Methods

range from simple pixelation to advanced deep learning models, yet

most do not explicitly preserve fine-grained emotional expressions,

limiting suitability for affective computing [8, 19].

Existing de-identification techniques can be categorized into

three levels [8]: (1) Pixel-Level Approaches: Direct pixel modifica-

tions (e.g., blurring, pixelation) effectively remove identity but ob-

scure subtle expressions, reducing utility for affect recognition;

(2) Representation-Level Approaches: Deep generative models (e.g.,

GANs, VAEs) produce synthetic faces with altered identities. With-

out explicit expression control, they often distort affective states;

and (3) Semantic-Level Approaches: Methods that adjust high-level

attributes (e.g., gender, age) typically overlook expression preserva-

tion and compromise affective fidelity.

Recent advances in StyleGAN-based generation demonstrate the

creation of highly realistic synthetic faces while preserving some

non-biometric attributes [19, 13]. Systems such as DeepPrivacy and

CIAGAN anonymize faces by replacing them with GAN-generated

identities, but lack mechanisms for emotion preservation [16]. Their

(a) Original Image (b) Sample Seed Image (c) Style Mixed Image

Figure 1: Example of our de-identification pipeline: (a) The
original image, (b) The AI-generated seed image selected
based on valence-arousal similarity, and (c) The final style-
mixed de-identified image, where the facial expression from
the original image is retained while identity-related features
are replaced.

focus on identity suppression over expression retention limits ap-

plicability in educational affect detection. Some studies explore

emotion-guided de-identification; however, they generally rely on

discrete categories (e.g., happy, sad, angry) rather than continuous

valence–arousal representations [21]. This discretization constrains

the capture of fine-grained affective nuances critical for education-

focused applications.

Despite progress, many de-identification methods alter emo-

tional expressions during anonymization, causing loss of affective

information. Addressing this gap is essential for affect-sensitive AI,

particularly in educational research, where de-identification must

protect privacy without distorting the emotional signals required

for reliable affect detection.

3 Method
The de-identification process replaces an individual’s face with a

seed image—an AI-generated face that does not correspond to any

real person—thereby removing biometric identity while preserving

the original affective expression. We implement this using Style-

GAN [13], which provides precise control over facial attributes in

a disentangled latent space [31], and TensOrgan
1
. Unlike conven-

tional methods that randomly select replacements, we introduce

a valence–arousal guided seed selection mechanism to ensure the

chosen seed closely matches the input’s emotional state. As illus-

trated in Figure 1, the original image (Figure 1a) is matched to a

seed image (Figure 1b) from a precomputed dataset of AI-generated

faces. The final de-identified style-mixed image (Figure 1c) is syn-

thesized by blending facial structure from the seed while preserving

the input’s affective expression.

A seed image, following prior GAN-based synthesis research, is a

precomputed AI-generated face used for anonymization. Seeds are

stored in a curated dataset, with each seed’s valence–arousal values

extracted in advance for efficient retrieval. While valence–arousal

similarity helps preserve the general emotional state, it does not

guarantee structural divergence or privacy protection. To refine

selection, we incorporate perceptual similarity constraints, ensuring

the de-identified face is expressionally accurate yet visually distinct

from the original identity.

1
https://github.com/renhaa/tensorgan

https://github.com/renhaa/tensorgan
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Face Detection and Preprocessing: Each input video frame un-

dergoes face detection and cropping using Multi-task Cascaded

Convolutional Networks (MTCNN) [36]. The detected face is re-

sized to 1024×1024 pixels to ensure compatibility with StyleGAN-

based latent space projection. The cropped face is then processed

using EMONet [20], a deep learning model for affect recognition,

to extract its valence (positivity/negativity) and arousal (intensity)

values:

(𝑉input, 𝐴input) = EMONet(𝐼cropped) (1)

Similarly, valence-arousal values for all seed images are precom-

puted, allowing for efficient search during seed selection:

(𝑉seed, 𝐴seed) = EMONet(𝐼seed) (2)

Valence-Arousal Guided Seed Selection: To ensure that the de-

identified face retains the same emotional state, we select a seed

image that minimizes the valence-arousal distance from the input

image:

𝑑VA =

√︃
(𝑉input −𝑉seed)2 + (𝐴input −𝐴seed)2 (3)

To refine seed selection beyond valence-arousal similarity, we

incorporate perceptual similarity constraints:

• LPIPS (Learned Perceptual Image Patch Similarity) [37]: En-

sures that the structure and overall appearance remain natu-

ral.

• ArcFace Cosine Similarity [10]: Ensures the seed image is

not too visually similar to the original identity to enhance

privacy.

The final seed selection function is given by:

𝑆total = 𝜆1𝑑VA + 𝜆2LPIPS(𝐼input, 𝐼seed) + 𝜆3ArcFace(𝐼input, 𝐼seed), (4)

where 𝜆1, 𝜆2, 𝜆3 control the balance between expression retention,

perceptual similarity, and identity suppression. The seed imagewith

the lowest 𝑆total is selected as the final seed.

Demographic Filtering for Age Consistency: Since all input images

feature children, it is essential that the selected seed image from the

seed database corresponds to the same age group. This helps prevent

inconsistencies that could lead to inaccurate emotion preservation.

We use a pre-trained ResNet-based age classifier [15] to filter the

faces generated by StyleGAN, ensuring that only child-like seed

images are chosen. The filtering process employs a probability-

based threshold:

𝐶 (𝐼seed) = child if 𝑃child > 𝜏 (5)

where 𝑃child represents the probability that a face belongs to a

child.

Latent Space Projection and Style Mixing Using StyleGAN: Once
the most suitable seed image is identified, both the input image

and the seed image are projected into the StyleGAN latent space

using GAN inversion. Since real faces do not naturally exist in

StyleGAN’s latent space, we employ a GAN inversion technique,

specifically the pSp (Pixel2Style2Pixel) encoder, to map the input

face into the generator’s domain before applying style mixing.

𝑧input =𝐺−1 (𝐼cropped) (6)

𝑧selected =𝐺−1 (𝐼selected) (7)

To generate a de-identified yet expression-preserving face, we

use style mixing:

𝑧mixed =mix(𝑧input, 𝑧selected), (8)

where mix refers to StyleGAN Style Mixing, where the latent

codes of two images are combined at different layers of the genera-

tor [18].

𝐼de-id =𝐺 (𝑧mixed) (9)

This ensures that the biometric identity of the original face is

removed, while the affective expressions remain similar to the input.

Microexpression Retention with FAU Loss:While matching valence

and arousal helps maintain macro-level emotional expressions, it

is crucial to retain fine-grained microexpressions to ensure that

subtle movements of facial muscles remain unchanged after de-

identification. We achieve this using the Affectiva SDK through

iMotions, a leading affective computing platform that offers real-

time detection of Facial Action Units (FAUs) based on the Facial

Action Coding System (FACS).

Step 1: Extract FAU Vectors Using Affectiva SDK: The Affectiva
SDK provides precomputed Facial Action Units (FAUs) for each

detected face. We extract FAU embeddings for both the original

and de-identified images.

finput = FAU(𝐼input), fde-id = FAU(𝐼de-id) (10)

where:

• finput is the FAU vector for the input image.

• fde-id is the FAU vector for the de-identified image.

Step 2: Compute FAU Loss for Microexpression Retention: To ensure
that microexpressions remain consistent, we minimize the L2 loss

between the FAU vectors of the original face and the de-identified

face:

LFAU =

𝑁∑︁
𝑖=1



𝑓input,𝑖 − 𝑓de-id,𝑖


2
2
, (11)

where:

• 𝑓input,𝑖 is the 𝑖-th Facial Action Unit (FAU) intensity for the

original face.

• 𝑓de-id,𝑖 is the corresponding 𝑖-th FAU intensity for the de-

identified face.

• 𝑁 is the total number of detected FAUs.

This maintains consistent muscle movements, microexpressions,

and facial details, avoiding any emotional distortion from de-identification.

Implementation Considerations and Scalability: To optimize com-

putational efficiency, valence-arousal values for seed images are

precomputed and stored in an embedding space. During inference,

fast nearest-neighbor search [24] is performed for efficient seed

selection.

GAN inversion and style mixing introduce computational over-

head, but since face crops are processed individually rather than
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full video frames, the pipeline remains scalable for real-world edu-

cational datasets.

4 Results and Discussion
4.1 Dataset Details
To evaluate the effectiveness of our privacy-preserving face de-

identification methodology, we utilize two datasets: one collected

in a real-world classroom learning environment and the publicly

available DAiSEE dataset [14]. The classroom dataset consists of

middle school students engaged in a game-based learning environ-

ment, while the DAiSEE dataset includes adult learners participat-

ing in e-learning activities. These datasets allow us to assess our

method’s performance across different age groups and learning

contexts while adhering to privacy regulations.

Since our method involves valence-arousal guided seed selection,

we did not use all available images from these datasets. The initial

filtering was performed based on valence-arousal similarity, where

only input images whose valence-arousal values closely matched

one of the 1,024 precomputed seed images were retained. Approx-

imately 53% of the images across both datasets met this criterion

and were used for the final analysis. The remaining images, where

valence-arousal differences exceeded the predefined threshold, were

excluded to prevent expression mismatches. After this initial se-

lection, we applied perceptual similarity constraints (LPIPS) and

demographic filtering (age classification) to ensure that the final

evaluation set preserved emotional expressions while maintaining

privacy and demographic consistency. This seed-based selection

introduces certain coverage limitations in the emotional spectrum,

which are discussed in detail in Section 4.2.

Ecojourneys Classroom Learning Environment Dataset: The first
dataset was collected as part of a game-based learning environment

designed for life science education [23]. The study was approved

by the Institutional Review Board (IRB) of Vanderbilt University,

and informed consent was obtained from all participants. A total of

40 middle school students (22 female, 18 male) in the United States,

aged 11 to 14 years (median age: 12.5 years), participated in the

study. Students engaged in an environmental science investigation,

working in small groups to determine the cause of illness in farmed

tilapia fish.

Each learning session lasted 90 minutes, with students interact-

ing with the platform using laptops equippedwith built-in webcams.

The camera, positioned on an inclined support bar, recorded video

at 30 frames per second (FPS), resulting in approximately 1,200,000

image frames. Given the sensitive nature of this dataset, original

input images cannot be publicly displayed. Instead, only the seed im-

ages used for de-identification and the corresponding de-identified

outputs will be included in our visualizations.

DAiSEE Dataset: To complement the classroom dataset, we also

evaluate our method on DAiSEE (Dataset for Affective States in E-

Environments), a publicly available dataset designed for automatic

affect recognition in online learning environments. The dataset con-

tains facial expression recordings of adult students (undergraduate,

postgraduate, and graduate levels) engaging in e-learning activities.

DAiSEE consists of 9,068 video snippets collected from 112 students

(32 female, 80 male), covering a total of 2,723,882 frames (≈25 hours
of recorded data). Each video is labeled for Engagement, Boredom,

Figure 2: Valence Arousal Heatmap for all seeds

Confusion, and Frustration, with each state categorized into four

levels (Very Low, Low, High, and Very High).

While both datasets allow for a rigorous evaluation of ourmethod,

DAiSEE enables a full qualitative analysis by allowing visualization

of input, seed, and de-identified images, whereas in the classroom

dataset, only the seed and de-identified images can be displayed

due to privacy constraints.

4.2 Results and Analysis
We evaluate the effectiveness of our privacy-preserving face de-

identification approach through a series of quantitative and qual-

itative assessments. Our evaluation focuses on three key aspects:

expression retention, biometric identity suppression, and perceptual

similarity. Additionally, we assess the impact of de-identification on

microexpression retention (FAU loss) and verify that GAN-based

transformations do not introduce significant visual distortions.

Emotion Retention Rate: To quantify how well the de-identified

images retain emotional expressions, we compare the valence-

arousal values of the original and de-identified images using HSE-

motion [28] and EMONet [32], two state-of-the-art emotion recog-

nition models. Our results (Table 1) demonstrate that our method

preserves emotional expressions with minimal discrepancy, as re-

flected in the low RMSE values across both datasets.

A paired t-test confirms that our valence-arousal guided seed

selection significantly reduces RMSE compared to random seed

selection (𝑝 < 0.001), validating its effectiveness in preserving

affective expressions (Table 1).

To further validate the impact of valence-arousal guided seed

selection, we compare it against a baseline where the seed image

is chosen randomly. The baseline model resulted in significantly

higher RMSE values (valence: 0.35, arousal: 0.38 in the classroom

dataset; valence: 0.33, arousal: 0.37 in DAiSEE). The improvement

in emotion retention demonstrates that our guided seed selection
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Dataset

RMSE ↓ Baseline (Random Seed) RMSE ↓

Valence Arousal Valence Arousal

Classroom Dataset 0.19 ± 0.04 0.22 ± 0.03 0.35 ± 0.05 0.38 ± 0.04

DAiSEE Dataset 0.21 ± 0.03 0.24 ± 0.02 0.33 ± 0.05 0.37 ± 0.03

Table 1: Results of RMSE values for valence and arousal between our method and baseline random seed selection. Mean ±
standard deviation over the images in the datasets. Lower values indicate better emotion retention.

Dataset

Mean Abs. Diff ↓ Baseline (Random Seed) Diff. ↓

Valence Arousal Valence Arousal

Classroom Dataset 0.05 ± 0.01 0.07 ± 0.02 0.19 ± 0.05 0.22 ± 0.04

DAiSEE Dataset 0.06 ± 0.02 0.08 ± 0.03 0.18 ± 0.04 0.21 ± 0.05

Table 2: Mean absolute difference in valence-arousal values between input and selected seed. Mean ± standard deviation over
the images in the datasets. Lower values indicate better expression alignment.

significantly outperforms naive random selection, ensuring that

expressions are preserved in a more natural and structured manner.

Since our methodology selects seeds with valence-arousal values

similar to the input image, we analyze how close these values

actually are compared to random seed selection. AWilcoxon signed-

rank test confirms that the difference in valence-arousal values

between input and selected seeds is significantly smaller for our

method than for random selection (𝑝 < 0.001, Table 2).

The valence-arousal distribution heatmap (Figure 2) illustrates

the emotional range covered by our precomputed synthetic seed

images. The heatmap shows that the majority of seed images fall

within the neutral to positive valence range, with a concentration in

the high-arousal positive valence region (e.g., smiling, engagement,

delight). In contrast, expressions corresponding to negative valence

(e.g., sadness, frustration, disengagement) are sparsely represented

or entirely missing.

This distribution reflects a key limitation: while our method

effectively retains and transfers neutral to positive expressions, it

cannot fully reconstruct the entire spectrum of human emotions

due to the absence of appropriate seed images in certain VA regions.

This limitation is particularly relevant for affective computing in

education, where studies show that students spend over 70% of

their time in engaged or flow states, which align with the neutral-

to-positive regions of the VA space. However, for rare cases where

students experience frustration, boredom, or confusion (negative

valence states), our method may not accurately replicate these

expressions due to the lack of corresponding seed images.

Thus, while our valence-arousal guided seed selection ensures

effective expression retention within the available VA space, the

absence of seeds covering low-valence emotions restricts its ability

to reconstruct certain affective states.

Microexpression Retention (FAU Loss Analysis): While valence-

arousal analysis confirms macro-level expression retention, it does

not account for subtle microexpressions, such as slight eyebrow

movements or lip adjustments. To address this, we measure Facial

Action Unit (FAU) loss, which quantifies howwell fine-grained mus-

cle movements are preserved after de-identification. Using Affec-

tiva SDK (iMotions), we compute FAU loss across both datasets. As

shown in Table 3, our method achieves low FAU loss values (0.15 for

Classroom and 0.18 for DAiSEE), confirming that fine-grained facial

muscle movements remain consistent post-de-identification. How-

ever, without established benchmarks for FAU loss in de-identification

contexts, it’s challenging to directly assess the significance of these

values. To provide a relative perspective, we compared our results to

a baseline method employing random seed selection, which yielded

higher FAU loss values of 0.27 for the Classroom dataset and 0.29

for DAiSEE. This comparison suggests that our method offers a

substantial improvement in microexpression retention, effectively

preserving fine-grained facial muscle movements.

Dataset FAU Loss (L2 Distance) ↓

Classroom Dataset 0.15 ± 0.03
DAiSEE Dataset 0.18 ± 0.02

Table 3: FAU loss values (L2 distance) measuring microex-
pression retention. Lower values indicate better preservation
of fine-grained muscle movements.

Privacy Preservation and Identity Suppression: A fundamental re-

quirement of de-identification is ensuring that biometric identity is

effectively removed. To measure privacy preservation, we compute

cosine similarity between the FaceNet embeddings [29] of the orig-

inal and de-identified images. The privacy preservation score for

the classroom dataset was 89.97%, while for DAiSEE, it was 89.94%

(Table 4), confirming that the de-identified outputs have almost no

traceable biometric identity linked to the original subjects.

To further validate privacy, we compute the re-identification

rate, which represents the percentage of cases where a de-identified

image can still be matched to its original identity. As shown in

Table 4, our results indicate a near-zero re-identification rate, with

only 0.015% of cases in the classroom dataset and 0.02% in DAiSEE

being re-identified. These findings demonstrate that our approach
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effectively anonymizes faces while maintaining emotional expres-

sions.

Dataset Our Method

Privacy Score ↑ Re-ID Rate (%) ↓

Classroom 89.97% ± 0.01% 0.015%
DAiSEE 89.94% ± 0.02% 0.02%

Table 4: Results of privacy scores (Cosine Similarity) and
re-identification rates for our method.

Perceptual Similarity and Non-Biometric Feature Retention: To
ensure that non-biometric facial characteristics (e.g., structure, skin

texture) remain consistent after de-identification, we compute the

Learned Perceptual Image Patch Similarity (LPIPS) score [37]. A

higher LPIPS score suggests strong similarity between the original

and de-identified faces in terms of structural and non-identifiable

features.

As shown in Table 5, our method achieved an LPIPS score of 0.87

in the classroom dataset and 0.85 in DAiSEE, indicating that de-

identified faces maintain general face structure while successfully

anonymizing identifiable details.

Evaluating GAN-Based Distortion (FID Score): Since GAN-based
de-identification techniques can introduce artifacts, we evaluate

whether StyleGAN inversion and style mixing distort facial struc-

tures by computing the Fréchet Inception Distance (FID) [30] be-

tween the original and de-identified images. Lower FID values

indicate better visual quality and minimal distortions. Our method

achieved an FID score of 12.3 in the classroom dataset and 14.1 in

DAiSEE, suggesting that StyleGAN-based de-identification does

not introduce significant artifacts or distortions in the final images.

To contextualize these results, we refer to established benchmarks

in the literature: A study comparing CycleGAN and StyleGAN re-

ported FID scores of 71.8 and 21.7, respectively, for high-resolution

face generation tasks. Another comparative evaluation of Style-

GAN and DCGAN found that StyleGAN produced superior quality

images with lower FID scores compared to DCGAN [3].

Given these benchmarks, our FID scores of 12.3 and 14.1 suggest

that our de-identified images are of high visual quality, compara-

ble to or exceeding the performance of leading generative models

like StyleGAN. This indicates that our de-identification process

maintains the realism and quality of facial images while effectively

anonymizing them.

Qualitative Visualization of De-Identification: In addition to quan-

titative evaluations, we provide qualitative comparisons of input,

seed, and de-identified faces. Due to privacy restrictions in the

classroom dataset, we only display seed images and de-identified

Dataset LPIPS ↑ FID ↓

Classroom Dataset 0.87 ± 0.02 12.3 ± 1.5
DAiSEE Dataset 0.85 ± 0.03 14.1 ± 1.8

Table 5: Results of LPIPS and FID scores for evaluating percep-
tual similarity and GAN-based distortions. LPIPS ↑ (Higher
= More Similar Non-Biometric Features. FID ↓ (Lower = Less
GAN Distortion).

Process Time Per Frame (ms) ↓

GAN Inversion 114 ms

Valence-Arousal Seed Selection 28 ms

Traditional Blurring 4 ms

Table 6: Computational efficiency breakdown for different
components of our de-identification pipeline.

outputs, whereas for DAiSEE, we present side-by-side visualizations

of input images, seed images, and de-identified outputs. These com-

parisons confirm that facial expressions are well-preserved while

identity-related features are suppressed, reinforcing our quantita-

tive findings.

Our approach remains computationally feasible for real-world de-

ployment. As shown in Table 6, inference time for de-identification

is 0.17 seconds per frame on an NVIDIA GeForce RTX 2080 Ti

GPU, making it suitable for batch processing of recorded video data.

While GAN inversion introduces some computational overhead, the

precomputed seed selection mechanism ensures faster execution

compared to on-the-fly GAN-based anonymization methods.

Manual Verification of Expression Consistency: While our quan-

titative metrics confirm strong expression retention, we further

validate our approach through a manual annotation study to assess

perceived expression consistency. To further validate our automated

expression retention metrics, we conducted a manual assessment

on a randomly selected subset of 500 de-identified images across

both datasets. Two independent annotators assessed whether the

expressions in the de-identified images were perceptually consis-

tent with the original input. Our results show that in 92.4% of cases,

annotators agreed that the expressions remained visually consis-

tent. To measure inter-rater reliability, we computed Cohen’s Kappa

(𝜅 = 0.84), indicating strong agreement between annotators. How-

ever, in 7.6% of cases, subtle variations in expression intensity were

noted, particularly for high-arousal emotions (e.g. delight). This

aligns with our FAU loss results, indicating that while macro-level

expressions are well-preserved, fine-grained microexpressions can

sometimes exhibit minor discrepancies.

4.3 Discussion
Evaluation of SOTA Models with Our Pipeline: To assess the gener-

alizability of our method, we applied valence-arousal guided seed

selection to state-of-the-art (SOTA) de-identificationmodels, includ-

ing CIAGAN, DeepPrivacy, and k-Same-Net [8, 19]. These models

effectively suppress biometric identity, but they do not explicitly re-

tain fine-grained emotional expressions, making them less suitable

for affect-sensitive AI applications. Our results demonstrate that

integrating our pipeline with CIAGAN reduced valence-arousal

RMSE from 0.34–0.39 to 0.21–0.24, comparable to the performance

of our StyleGAN-based de-identification approach. Similarly, FAU

loss improved from 0.22 to 0.16 when using DeepPrivacy, confirm-

ing better microexpression retention.

While expression retention improved across these models, pri-

vacy performance remained dependent on the underlying de-identification

mechanism. CIAGAN and DeepPrivacy achieved privacy scores of

89.5% and 88.9%, respectively, whereas our StyleGAN-based model
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attained 89.97%. This highlights an important distinction: our con-

tribution lies in expression-preserving de-identification, while over-

all privacy performance is contingent on the base identity sup-

pression technique. These findings confirm that our pipeline is

model-agnostic and enhances affect retention across different de-

identification frameworks, rather than competing directly with

identity suppression techniques.

Why Baseline Comparisons Are Not Meaningful: Unlike traditional
de-identification methods, which prioritize identity suppression,

our work ensures that de-identified faces maintain the input’s origi-

nal emotional state. This fundamental difference makes direct base-

line comparisons inappropriate. SOTA models such as DeepPrivacy

and k-Same-Net were not designed for emotion preservation, so

evaluating them as baselines would only measure how well identity

is removed—not how well emotions are retained.

Additionally, comparing our approach to conventional identity

suppression models would fail to account for cases where expres-

sion mismatches occur. For example, if a method assigns a ran-

domly selected face to a de-identified identity, the resulting expres-

sion could become inconsistent with the original, distorting affect

recognition outputs. In contrast, our seed selection mechanism

explicitly aligns the synthetic face’s valence-arousal values with

the input, ensuring affective consistency. Therefore, comparing

against traditional de-identification baselines would conflate pri-

vacy preservation with expression retention—two fundamentally

distinct objectives.

Impact of AI-Generated vs. Real (Celebrity) Seed Images: An im-

portant factor influencing privacy performance is the choice of

seed images. Some methods use AI-generated synthetic faces, as

in our approach, while others rely on real faces from celebrity

datasets. Our findings show that using AI-generated seeds leads to

stronger privacy guarantees, with a privacy score of 89.97% and a re-

identification rate of only 0.015%. In contrast, when celebrity faces

were used, privacy scores dropped to 88.4%, with a re-identification

rate of 0.09%.

This discrepancy arises because real faces inherently retain iden-

tifiable biometric patterns, increasing the risk of partial feature

overlap between the input and anonymized output. Even after de-

identification, real-world datasets contain residual features that can

potentially be traced back to an individual. In contrast, AI-generated

faces are fully disentangled from real identities, ensuring that no

identifiable information is retained.

Additionally, using real faces can result in expressionmismatches

if the seed image’s affective characteristics do not align with the

input face. For example, if a student displaying mild confusion

(valence: -0.2, arousal: 0.4) is mapped to a celebrity face with a

neutral expression (valence: 0.0, arousal: 0.1), the resulting face may

blend these expressions incorrectly, leading to unreliable affective

inferences. Our AI-generated seed selection mechanism eliminates

this issue by ensuring that the selected seed face precisely matches

the original valence-arousal values, preventing emotion distortions.

Ethical and Legal Compliance Considerations: Recital 26 of the
General Data Protection Regulation (GDPR) makes clear that data

protection principles apply to any information concerning an iden-

tified or identifiable natural person, including data that has under-

gone pseudonymisation (i.e. where re-identificationmay be possible

via additional information). The protection regime does not extend

to data that has been rendered anonymous in such amanner that the

data subject is not or no longer identifiable, considering all means

reasonably likely to be used (e.g., via cost, time, or technological

advances). In designing our de-identification framework, we aim

for irreversibility and robust resistance against re-identification,

thereby approaching the standard of anonymity under GDPR. How-

ever, we acknowledge that perfect anonymity is difficult in practice,

especially given future advances in re-identification techniques.

In the U.S. educational context, our approach similarly addresses

the requirements under Family Educational Rights and Privacy Act

(FERPA): by ensuring that de-identified facial data cannot feasibly be

linked back to individual identities, we support lawful data sharing

and secondary analyses under FERPA’s protections of student PII

(Personally identifiable information). Together, these considerations

show that our method is not merely a technical mechanism but is

designed with ethical and regulatory sensitivity for deployment in

real educational settings.

Broader Implications: Data Sharing & Real-World Classroom Appli-
cations: Beyond privacy preservation, our approach offers two sig-

nificant real-world benefits. First, it enables the creation of privacy-

preserving emotion recognition datasets, allowing researchers to

publicly share affective computing datasets while safeguarding in-

dividual identities. This is especially critical for studying children’s

emotional responses, where ethical and regulatory constraints often

prevent open data sharing. By making de-identified datasets pub-

licly available, our method can enhance the robustness of emotion

recognition models, improving AI systems designed for education,

healthcare, and affective computing research.

Second, our method is well-suited for real-time deployment in

educational settings. In Intelligent Tutoring Systems (ITS), facial

expressions are frequently used to track engagement, adapt instruc-

tional strategies, and provide real-time feedback. However, privacy

concerns have hindered the widespread use of facial analysis in

classrooms. Our approach resolves this issue by de-identifying stu-

dent faces in real-time before sending them to a central server for

emotion analysis, ensuring that learning analytics can be performed

without exposing personal identity information. Furthermore, our

method is resistant to reverse engineering, meaning that the origi-

nal face cannot be reconstructed from the de-identified image. This

property makes it an ideal solution for privacy-compliant affective

computing applications in classrooms, where facial expressions can

be analyzed without compromising student anonymity.

5 Conclusion
This paper presents a privacy-preserving face de-identification

framework designed for affect-sensitive AI applications in educa-

tional settings. By leveraging valence-arousal guided identity re-

placement within the StyleGAN latent space, we achieve a balance

between privacy and utility, making our method particularly suited

for learning analytics and AI-driven tutoring systems. Our experi-

mental evaluations on both a real-world classroom dataset and the

DAiSEE dataset demonstrate that our framework achieves 89.97%

and 89.94% privacy preservation accuracy, respectively, while main-

taining high expression fidelity with a 92.4% manual verification

agreement and low FAU loss (0.15–0.18).
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While our method achieves strong privacy preservation and

expression retention, several areas warrant further exploration. One

key direction is improving temporal consistency in video-based

de-identification, as processing frames independently can introduce

inconsistencies. Future work could explore spatiotemporal GANs

or diffusion models with recurrent constraints to ensure smooth

transitions in expression dynamics. Another avenue is enhancing

adaptive latent space manipulation, where self-supervised learning

or disentangled representation learning could refine latent codes

for more precise expression preservation beyond valence-arousal

matching.
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